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possible.

Internet Safety | Onlineldentify | Comroricalion& | Behaviowr& | copry g privacy ‘ém Digital Foutprints Im
& |2 Q)| =g e e | 0] |[Q Tt |2 8

Reception X X X X

Year 1 X X X X

Year2 X X X X X X

Year3 X X X

Year & X X X X X

Year 5 X X X X X X X

Year 6 X X X X X X




E-Safety Programme of Study

Reception / Year1

It is recommended that an E-Safety lesson should be taught at the start of a new computing unit to introduce and, reinforce e~-safety guidelines. In the final
half term teachers should use their judgement and assessment to revisit or refresh any areas previously covered. Some lessons may, be linked within other

Key Stage Obhjectives Lesson /Theme Resources Detail
Reception / | Intemet Safety Going Places Safely Cyhersmart - Zippep's Astro Circus (Online | EYFS - Understanding of the World
Year1 Children will learn about visiting game) Talk about safe places to play, what it feels like to when yowre safe. What
o places online in safe ways. They Childnet.- Diai book /A do we mean by, being safe online? Discuss with the children technology
@ - Wmﬂw%ﬁ“ﬂw Jor Tpads) PP | around us that help us stay safe, such as traffic lights, alarms, street lights.
* ome Children could create a poster about staying safe in school.
Netsmartz - Router’s Bi S
Year 1
Netsmartz - Clicky's Online Safety Rap Knowledge harvest, how do we stay, safe in school and other places? How
(Video) might these ideas transfer to online? Why?
] Rules — discuss what rules are and why we have them. How do they, help
Netsmartz - Way 2 Ga (Viden) us in our lives? Think ahout classroom rules and how they help us to stay
N - Deli 0 (e-hook) su}eWhuLnde&dUW@hmra}Urstagmg,sa}amduwﬂ Visiting wehsites are
ChildNet - Smartie the Penguin (Interactive | Children to make a class set of rules for staying safe online. Refer to our
resource) school smart / think rules
Key Stage Obhjectives Lesson /Theme Resowrces Detail
Reception / | Information ABC Searching SWGHL - Swiggle (search engine & resource | Children to be given o stimulus related, to topic-hased opportunities to search
Year 1 i Pupils complete a search on the site) Jor pictures or information. They will use ABC searching to help them locate
internet by, using letters to help , pictures online
them, They will encounter Gougle - Safesearchkids (Search engine for
children)

apathetical sites / searches to help
them locate information on the

Further links for EYFS

Ordering objects in the classroom by alphahet create a role play area
‘Alphahbetical toy shop' Line up/group in alphahetical order, hair colour,
height order, age order etc. Create alphahet ehooks. Sort ohiects by, colour,
size etc.



https://esafety.gov.au/education-resources/classroom-resources/zippeps-astro-circus
https://www.childnet.com/resources/digiducks-big-decision
http://origin.www.netsmartzkids.org/RoutersBirthdaySurprise/Adventure
https://www.netsmartzkids.org/LearnWithClicky/KnowTheRules
http://www.netsmartzkids.org/LearnWithClicky/WayToGo
https://www.netsmartzkids.org/eBooks/DeliveryForWebster
https://www.childnet.com/resources/smartie-the-penguin
https://swiggle.org.uk/
https://www.safesearchkids.com/google-kids/#.U3SZF_n-NzU
https://www.avg.com/en/signal

Key Stage Ohjectives Lesson /Theme Resowrces Detail
Reception / | Safety & Privacy Keep it Private CEOP - Hector's World, (Cartoons teacher Starter — ask the children if they know their own address, age etc. If a
Year1 online Children learn about resources) stranger asked you these details would you tell them? Why? Who would, you
W“mmwmigy';mﬂé' chi The SMART © trust to share these details with? Reminding and recapping ideas behind
learn wehsites names, hildnet - The SMART crew (Cartoon on . . .
mmmwﬁmm SMART rules) strunger danger. Inform children this is the same online too.
Privacy encounters.
Childnet - Smartie the Penguin (E-hook and, | Year 1
resources) Pupils create their own advert ahout themselves - What information would
you like to be available about you in a safe shop window? What
ICO - Personal information and information. | information wouldn't they include and why?
rights As a class make an advert for the class - what information should we he
(Lesson plans and, resources) including? Why? Use digital images, sounds and video.
Key Stage Ohjectives, Lesson /Theme Resowrces Detail
Reception / Information My Creative Work Images of signed work by an artist. Children to think about ownership, discuss what this means.
Year1 Searching Children will be shown the concept | Children’s work with their names on. Why is this important online? Show children examples of this and explain
. of creative ownership. They will Films credits (director & copyright) that is their responsibility to do so-
P, They will ; This lesson may form part of a topic based lesson or ICT cwrriculum focus.
mth&rnanwonwmm Cwrriculum Links
Art /ICT - children to create an piece of art work, children in Year1 to
) Creating & Topic links
U Copyright
Key Stage Obhjectives Lesson /Theme Resowrces Detail
Reception / | Comumunication & | Sending An Email CEOP - Lee and Kim EYFS - Comumunication and Language, Literacy
— of communicating with people people. Activities, videos, lessons plans, | communicate with indi and in di .
& Relationships T the ing, and receivi Insafe - Play & Leam - Being Online . . . — .
W receiving of (Activity hook) Discuss with the children ways of communicating with people they know.

What if they are not with them? Discuss the use of email and what that is.
Children to think ahout the importance of communicating safely over emails.
Children could make an attachment, such as a postcard to send to someone
they know (this is could be linked to topic for year 1)

Additional sessions are used to fill any gaps in children's knowledge and understanding, (teacher judgment).



https://www.thinkuknow.co.uk/5_7/hectorsworld/
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew
https://www.childnet.com/resources/smartie-the-penguin
https://ico.org.uk/for-organisations/resources-for-schools/primary-school-lesson-plans/
https://ico.org.uk/for-organisations/resources-for-schools/primary-school-lesson-plans/
https://www.thinkuknow.co.uk/5_7/LeeandKim/
https://www.betterinternetforkids.eu/web/portal/practice/awareness/detail?articleId=198308

E-S P
Year 2

It is recommended that an E-Safety lesson should be taught at the start of a new computing unit to introduce and reinforce e~-safety guidelines. In the final
half term teachers should use their judgement and assessment to revisit or refresh any areas previously covered. Some lessons may be linked within other

Key Stage Ohjectives Lesson /Theme Resources Detail
Year 2 Intemet Safety | How do we stay safe online? | Childnet - Digiduck e-hook Knowledge Harvest - discuss what we use the internet for? Focussing on the idea we
Children will explore wehsites that | Disney - Dont be in the dark use the internet to find information and details.
@ r— are acceptable and, look at ways 2vnwwG ;a}esu:ﬁn& M)g,guFme,Ehm
y they, can stay safe online. They - Magda & Mo Free E- ahout . ; ; : :
Safety will ot al sites are age. . iory online Children to think about how they search for information online.
appropriate. Childnet - Adventures of Karo & Winston o
(Chapter 1, 2) Looha%amngzgj&gume&—agzmsﬂwﬂm ‘
Think yow Know - Hectors World Talk with the children ahout who they, tell ahout behaviowr that makes them feel
SID TV - Ask Before You Watch nervous or gives them a weird feeling in their twmmy? Ensure the children know it is
their right to not feel this way.
Activity Suggestion
Children to create a list of wehsites that are ok to use and some that are not -
creating a poster about why.
Curriculum links,
ICT - tables, images, sounds to help with research
English / Topic - research, Non-chronological reports.
Key Stage Obhjectives Lesson /Theme Resouwrces Detail
Year 2 Digital What is your digital Childnet - What should you keep safe? Gather children together in a circle, present children with the guestion - What do yow
i int? BBC - Saxon Monk - Internet Videos are | know ahout the person sitting next to you?. On sugar paper make o list of the
Children will look at how we create | forever childrer’s ideas.
i int. Thew will Horrible histories video X ; _— :
chJQ‘IGL!UUtP“ghOCVW. 1CO - P . ion and, gsﬁzmmmﬂwmwmamojammbw again make
i i . Children to | & iom. 1 i i i ’
Wsm . bad, Lesson. plans and resources Repeat with a pictwre of a strunger the children don't know.
helppul and, hurtful. CEOP - Welcome to the camival Hector's
World cartoon about personal Now ask the children to think about pieces of information about themselves they,

Online Identity

@

Online

Identity

information

- Episode 1 Details, Details

- Episode 2 Welcome to the carnival
Childnet - Adventures of Kara and

Winston (Chapter 3

When is it ok to share these details about owrselves? Name, age, photo, address,

birthday, likes, password, email address, phone numhber, favourite singer or film. Ask
the children to think ahout these differences, what constitutes personal details?

Encourage children to think abhout online footprints What is this? Do we leave
information about us online? This can he shared and we are responsible for it.

(Sharing photo - how far will it go?)



https://www.childnet.com/resources/digiducks-big-decision
https://disney.co.uk/internet-safety
https://www.avg.com/en/signal
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew
https://www.thinkuknow.co.uk/5_7/hectorsworld/Episode1/
https://www.saferinternet.org.uk/safer-internet-day/2017/sid-tv/films-5-7-year-olds
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter3
http://viewpure.com/zrFpHAGCkm0?ref=live
http://viewpure.com/zrFpHAGCkm0?ref=live
https://ico.org.uk/for-organisations/resources-for-schools/primary-school-lesson-plans/
https://ico.org.uk/for-organisations/resources-for-schools/primary-school-lesson-plans/
https://www.thinkuknow.co.uk/5_7/hectorsworld/Episode2/
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter3
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter3

Key Stage Ohjectives Lesson /Theme Resowrces Detail
Year 2 Behaviour & Say No to Meanies Cyhersmart - Cyberbullying Show the children the word Cyberbullying what does this mean? - Where can it
Contact Children leam people act not kind | Teachers resources take place and on what devices?
@D Behaviour & online and that this still has Kidscape - links to- Cyberbullying
& b consequences. Children will Show the children Episode 6 from Hectors world - You are not alone. Stopping the
understand what Cyherbullying UK Safer Internet Centre Safer Internet, . at key i Is to di is ing, chi .
Communication & mean and what to do i this @gz to the | the, ) the, ', 9 eep 42 ng
Relationships happens to them. Childnet - Adventures of Kara and impact of the behaviour of the clam fish.
Communication WM(M
& Relutionships B9 CEOP - Welcome to the carnival Hector's | Activity Suggestion
World cartoon about personal After wutching the video present the children with an image of a clam fish and, the
information ' question ‘What does it feel like to be a victim of cyberbullying?’ children to record
- Episode 5 Hero's ideas on and around the fish.
Cpisode 6 Yowarnot Alone Discuss with the children what they, should do if this happens to them, - refer to
think / smart rules in place in school.
Curriculum Links
Digiduck links — Persuasive letter/ poster
Key Stage Objectives Lesson /Theme Resowrces Detail
Year 2 Information Keywords are Needed! SWGHL - Swiggle Discuss with the children the idea gf searching online and how we make sure we
Searching, Children will learn using key Education search engine and resource do this safely. Refer to the think / smart rules.
3 words helps us to find information, | site for children, This lesson will he hest inked with another topic or English, hased lesson when,
mThﬁp"‘”ummwm gm_il%w children will be carrying out research using search engines.
searches revead nEUrmutlo'n ewdl,engjm children
" We will Commeon Sense Medic - C ina a Show the children a range of wehsites — shows them how to search for key pieces
content and what to do if it is not | Search Site of information using a few words.
appropriate. Lesson plans from a previous version of

CSM Digital,

Activity linked to topic

Children to create a stack of top trump cards about given area. For example using
KS1 Olympic topic children could be allocated a country and asked to search for its
capital, population, numhber of gold medals.



https://www.esafety.gov.au/esafety-information/esafety-issues/cyberbullying
https://www.kidscape.org.uk/cyberbullying/
https://www.kidscape.org.uk/cyberbullying/
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.thinkuknow.co.uk/5_7/hectorsworld/Episode2/
https://www.childnet.com/resources/digiducks-big-decision
https://swiggle.org.uk/
https://www.safesearchkids.com/google-kids/#.U3SZF_n-NzU
https://www.commonsense.org/education/lesson/choosing-a-search-site-3-5
https://www.commonsense.org/education/lesson/choosing-a-search-site-3-5

Key Stage Ohjectives Lesson /Theme Resowrces Detail
Year 2 Information Sites I use and like CEOP - Hector's World, Discuss ideas of trust and what this means? What do we trust and who? What
Searching Pupils learn that not all wehsites Cartoons and teacher resources pieces of information would we trust online? Children to think about how hard it is
— are useful or appropriate to- what Netsmartz - Delivery for wehster - ehook to find, out facts from one source.
we need. Children to address the Common Sense Media - Choosing o
use of age related sites such as fwmhiswel from o previ ion of Together play the game two truths and lie - children to think of two things about
. CSM Digital Literucy and Citizenship WMmlmmWﬂmwu@.smmmmmmmm
Curriculum lie? How easy wus it?
AVG - Magda and Mo E-hook ahout
iate websites Explain to the children that just because we like a site or the way, something, looks
Childnet - Adventures of Kara & Winston | online doesn't necessarily mean it is trustworthy,
Chapter 2 What is reliable? Show the children The Adventures of Kara & Winston online video — Chapter 2 -

What is reliahle?
Pause at certain parts to ask the children guestions.

Activity Suggestion
Children to create a list of reliable rules as a group for Karo & Winston to follow in

British Values Links
Trust and Stranger Danger links

Additional sessions are used to fill any gaps in children's knowledge and understanding (teacher judgment).

Suggestion - it may advisable to recap the focus of lesson, Say No to the Meanies, during an additional lesson. With a particular focus on what children should do if they encounter unpleasant
contact online. Adventures gf Karw and Winston chapter 4 Who should you tell?, could he used for this focus.



https://www.thinkuknow.co.uk/5_7/hectorsworld/Episode2/
http://www.netsmartzkids.org/eBooks/DeliveryForWebster
https://www.commonsense.org/education/lesson/choosing-a-search-site-3-5
https://www.commonsense.org/education/lesson/choosing-a-search-site-3-5
https://www.avg.com/en/signal
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter2
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter2

E-Safety Programme of Study

Yewr3

It is recommended that an E-Safety lesson should be taught at the start of a new computing unit to introduce and reinforce e-safety guidelines.
In the final half term teachers should use their judgement and assessment to revisit or refresh any areas previously covered. Some lessons may,

Key Stage Ohjectives Lesson /Theme Resowrces Detail
Year 3 Safety and Privacy | Power up yowr Password Budd:e - Password Power Ask the children what the word password means? What are they used for and
B Children will learn why we use Lesson plan's why are they important?
y passwords, how to use them and, Together compile a list af things we would need to use passwords for?
Privacy their benefits. Children will explore | Microsoft - Password checker E ing, the children to recognise that these vary and some need to be
strategies for creating and keeping | Password security checking tool neouraging recogiise vary very
sape. Rohoform. - How secure is m Ask the children who they think they should share their passwords with? Why?
? What kind of things do we need to consider when creating a password?
Password strength checking tool
See Gougle - Internet Legends - Lesson 2 Protect your stuff for activities
Digizen - Perfect passwords Activity S i
T and, activiti ity Suggestion
G , . Music Links - In small groups children to produce a password rap or poem ahout
ougle - Internet Legends - lesson ) . :
lans and, P your whg,ﬂmqmmmcrwmem&mbeummdmawntextor}Urapwpuwwhdp
stufp engage pupils.
Key Stage Obhjectives Lesson /Theme Resowrces Detail
Year 3 Comumunication $ Online Communities Flat Stanley - Connecting kids Introduce the children to the word, ‘communit'y and explore what this means in
Relationships Children to recognise that people around, the world the world, how is this different online?
p e connect with each ather via the Literocy project of sharing
R intenet and, online. They will photographs, videos and podcasts explore the different reasons. people
& Relationships 48 Wmmhﬂhﬁmw 0 Flot Staunley around thoworid, | e @ ook together at Cyber Coft and the use the
internet and connect with each other. — Which ones do they, recognise?
. : Jor reaching and appear to be UK Safer Intemet Centre Sajer See Cyber Café - Lesson 1 and, Lesson 3
Online Identity more than they, are. Internet Day,
Onling Govgle - Internet Legends - lesson .
. @ plans and, resources Aw’\'. ity S : ) ) ) ) )
Identity Think you Know - Cyher Café - Children to build a weh of their family and, friends and community connections.
resowrces and, videos Talk about where to go for support inside school and at home.

Lesson plan 3 - Conununication

and Information



http://portal.ccgs.nsw.edu.au/curriculum/budde/teachers/primary/teaching.html
http://portal.ccgs.nsw.edu.au/curriculum/budde/teachers/primary/teaching.html
https://www.microsoft.com/en-gb/p/password-strength-checker/9wzdncrdqrh5?activetab=pivot%3aoverviewtab
https://howsecureismypassword.net/
https://howsecureismypassword.net/
http://www.digizen.org/digicentral/perfect-passwords.aspx
http://www.digizen.org/digicentral/perfect-passwords.aspx
https://www.google.co.uk/intl/en/safetycenter/families/legends/downloads-resources/
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.google.co.uk/intl/en/safetycenter/families/legends/downloads-resources/
https://www.thinkuknow.co.uk/8_10/cybercafe/Cyber-Cafe-Base/
https://www.thinkuknow.co.uk/teachers/resources/
https://www.thinkuknow.co.uk/teachers/resources/

Key Stage Ohjectives, Lesson /Theme Resowrces Detail
Year 3 Information For Sale! Childnet - What is reliable? - Ideas for Lessons
Searching Children to understand that some. | SMART crew Think about the word reliahle? How do we know we are keeping owrselves safe
e sites are designed to encourage G%M%m when we buy things on line? What websites can we trust and how do- we know?
‘%{ niermation people to buy products from them. E{;“L& resources Check it's for Ensure people recognise that during these encounte people make offers just like
- Searchi ; i
garthing Media Smart - Diaital Adwi strungers do in the street. Can these online offers be trusted?
(Registration needed) Lesson
plans, parents resources on LGUhGLlMetLegﬂw&-Lessmplm-ChzdzwsterL
wehsites and online ad,vertlsm.g, N(“VN”%)EV‘J(J;NA;:;;:EW iPad
Google - Search Literacy, — How
search works
Kidsmart - Safe Searching - Tips
Jor children on how to search
onlineFurther Lesson Idea: Create
o webpage blog, or wiki, you could, | Show the children an advert like this? Would be trust this and why? / Why not?
use super action comic maker or Activity Suggestion
any appropriate online space. Children to create an advert that looks trusbworthy,
Key Stage Objectives Lesson /Theme Resowrces Detail
Year 3 Communication & Show Respect Online CEOP - Cuher-Cafe Children to explore the differences hetween engaging with a person online and
Relationships Children to explore the difference TNMWWWM@ someone offline.
Communication betwreen in person and online aspects of online communication. | \yhat, are the differences? What facts do we know ahout them? Can we trust them?
- communication. They will explore Why? Why, not?
& Relationships IR wuys to write clear and respectful UK Safer Internet Centre Safer
messages Internet Day
Online Identity, ) Ask the children whether people online are strungers?
o Gooyle - Internet Legends - How do we talk to these people? What do we share with them?
Mrfs @ lesson plans and resources
Identity Respect Each Other Play the children Fishy music's Check it song and talk about the lyrics that they,

Fishy Music - Check it Song,

encounter — what does this song tell us

Activity, Suggestion
See Gougle Internet Legends - lesson Respect Each Other.
Children to hold o debate. Split the children into 2 groups and give them 1 of twor

pounts.

1 - It's worse to say something mean to some to their face than it is to post it
online

2- It's worse to post something mean abhout someone than to say, it to their face.
Children to produce dehate /poster and feedback ideas to the class



http://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter2
https://www.google.co.uk/intl/en/safetycenter/families/legends/downloads-resources/
http://mediasmart.uk.com/resources/teaching-resources
https://www.google.com/search/howsearchworks/
http://www.kidsmart.org.uk/safesearching/
https://www.thinkuknow.co.uk/8_10/cybercafe/Cyber-Cafe-Base/
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.saferinternet.org.uk/safer-internet-day/2018
https://beinternetlegends.withgoogle.com/en-gb

Key Stage Ohjectives Lesson /Theme Resowrces Detail
Year 3 Communication and | Writing Emails Get Safe Online - Spam and, This lesson could be completed, as part of ICT / topic lessons designed at sending
relationships Children to learn how to scam email emails.
p — communicate effectively via email. | Information for teachers and
ommLnication Th,ay,wiuacknowledge i parents Children need to he to the i i emails and
wuays to communicate and how to responding to p@opJ:)'(pgthS?OOM uwmmﬂmlﬂ'ojlmu@ o
stay, safe when using them. Childnet - SMART Crew Kara uw .

and Kim
Chapter 1 What should youw
accept?

Thinkuknow - Cuber Café -
Lesson &4 Using Emails Safely,

Supporting Ideas and Resources
Cyher Café - Lesson 4 Using Emails Safely,
SMART Crew Kara and, Kim - Chapter 1 What should you accept?

English Links

dialogue and emgji's

Additional sessions are used to fill any gaps in children's knowledge and understanding (teacher judgment).



https://www.getsafeonline.org/protecting-yourself/spam-and-scam-email/
https://www.getsafeonline.org/protecting-yourself/spam-and-scam-email/
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter2
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter2
https://www.thinkuknow.co.uk/teachers/resources/

E-S P S

Year 4

It is recommended that an E-Safety lesson should be taught at the start of a new computing unit to introduce and reinforce e~-safety guidelines. In the final
half term teachers should use their judgement and assessment to revisit or refresh any areas previously covered. Some lessons may, be linked within other

Key Ohjectives Lesson /Theme Resowrces Detail
Year 4 Online Identity Who is responsihle anywuay? | Childnet - Only a Game Droma resowrce | Display, the term responsibility, - ask the children what this means? How
Online @ means to he responsihle online.
Identity Twmmwwmﬁf’h fw‘%ﬂ%@ Together as a class create a compass of responsihility, who are they,
: : her it 4 responsible for? What are they responsible for? How do they ensure that
Communication & WWW'TWWW they behave as good citizens?
Relati . and understand the term ‘good, CEOP - Cyber-Cafe , . :
elationships digital, citizens.’ Thinkuknow resources exploring aspects Cyher Café - Access lesson 5 - Responsible use of the internet
of online communication
Activity Suggestion
UK Safer Internet Centre Safer Intemnet | Create a digital compass individually exploring their roles on the intemet
Day and how they need to hehave responsibly.
Thinkuknow - Cyber Café - Lesson 5 . .
R ible use of the l See Intemet Legends — Think hefore you share for extru ideas and,
Gooyle - Internet Legends - Lesson plan | MeS0WTRS
and, resources Think Before you share
Key Stage Ohjectives Lesson /Theme Resouwrces Detail
Year &4 Safety & Privacy Private I Childnet - Young People and Social This lesson needs to be focus for children in this year group to
et & Children to- explore how you must | Networking Sites understand the risks associated with Online sharing.
[ arety ‘ protect yowrself online. Childrento | Advice for teachers and parents.
Privacy think about their identity and Show the children the Horrible Histories - Guy Fawkes and discuss the
ing P— sharing information those .
ommunication Lesson plans and resources
g . : & What information would you share with strangers?
I Childnet - Adventures of Kara, and, Kim. Children to he made awure of the risks involved in thinking ahout
Compunication Chapter 3 What should yow keep safe sharing information.
& Relationships fa , o Provide children with a range of scenarios — would they share? What
BBC - Harrible Histories — Guy, Fawkes, would they do?
Protect They, Privacy Settings
. .. | Activity Suggestion
CEOP - Welcome to the camival Hector's . . . - .
World, Children to produce a t-shirt design, one must featwre public information

- Episode 3 It's a serious game
- Episode 4 Info Gang

and would that's features private or sensitive information. Children to
discuss how they would, feel wearing each of their designs in a range of
locations and situations. Children to think ahout the links this makes



https://www.childnet.com/resources/only-a-game
https://www.childnet.com/resources/only-a-game
https://www.childnet.com/resources/only-a-game
https://www.thinkuknow.co.uk/8_10/cybercafe/Cyber-Cafe-Base/
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.thinkuknow.co.uk/teachers/resources/
https://www.google.co.uk/intl/en/safetycenter/families/legends/downloads-resources/
http://www.childnet.com/ufiles/Young-people-and-social-networking-A.pdf
http://www.childnet.com/ufiles/Young-people-and-social-networking-A.pdf
https://ico.org.uk/for-organisations/resources-for-schools/primary-school-lesson-plans/
https://ico.org.uk/for-organisations/resources-for-schools/primary-school-lesson-plans/
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter3
https://www.bbc.co.uk/cbbc/watch/p01g2pt6
http://www.thinkuknow.co.uk/5_7/hectorsworld/Episode2/

Key Stage Ohjectives Lesson /Theme Resources Detail
Year & Internet safety Words can hwrt Childnet - Chapter 4 Who should you Ask the children what they use the internet for? Who do they talk to? Do
Internet Chmww‘dﬂm”m%& tell? Video Kara and Kim they know these people? Are everyhody they meet kind and as they
@ fet; ot ot Child Net - Skills School - Video, Safety ?
i Jeel angry, sad or hurt. Pupils to ild, Net. - Skills School - Video, Children to- understand what the word Cyberbullying means.
Behaviour & C think of actions that help to fight | Jeatures explained
Behaviour & Cyhersmart - Cyberbullying Showﬂwch{ld;mthzﬁdehushudete@?Vidmew@Km—
@9 Contact Teachers resources explore the video together pausing at certain points to encouruge the
Artisancam - Super action comic maker
softwuare to" create a comic hook Together make a list of things would that make yow feel sad, hurt or
BBC - CBBC — What i . uncomfortable online. Where can these dangers come from? -
- - l&ggi@t@g&ggi . . . )
BBC 105, with, vid Enswre children in this year group understand, the dangers from app’'s
Kidscape - Cyherbullying Activity Suggestiony . _
Advice for young people CM&MWFW—WWW@%
poster to- highlight the risks online around, bullying. They should, discuss
DfE - Preventing and Tackling Bullying, who to tell iff they encounter such problems.
Advice for schools Octoher 2014
Key Stage Ohjectives Lesson /Theme Resowrces Detail
Year 4 Information Searching | KeyWords are Key! Childnet - What is reliable? Smart Rules | Talk about the word ‘Reliahle’ - ask the children what this means. Run
Children to learn the importance of . ] through a range of scenarios, which would you trust?
searching carefully on the weh. Kidsmart - Safe Searching - Something I told you wus true

. Information
%,
A Searthing

Govugle - How search works

- Something a stranger told, youw

Ask the children how we know we can trust pieces of information? We
trust some people we don't know? Who? What is it about them that
makes them reliable? (doctors, firemen etc)

Inform the children this works online too

Watch What is reliahle? - The adventures of Kara and Kim

Activity Suggestion

Link this lesson into ICT / English hased research lessons

Children could produce a PowerPoint, piece of work with links, text or
Jacts. These facts would be collected from trusted wehbsites after a similar
discussion to the one outlined ahove.



https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
http://www.childnet.com/young-people/skills-school
https://esafety.gov.au/esafety-information/esafety-issues/cyberbullying?from=cybersmart
http://www.artisancam.org.uk/flashapps/superactioncomicmaker/comicmaker.php
https://www.bbc.co.uk/newsround/13906802
http://www.kidscape.org.uk/advice/advice-for-young-people/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/623895/Preventing_and_tackling_bullying_advice.pdf
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter2
http://www.kidsmart.org.uk/safesearching/
http://www.bbc.co.uk/guides/ztbjq6f

Key Stage Ohjectives, Lesson /Theme Resowrces Detail
Year 4 Internet Safety APParently there is more to it! Cyhersmart - Cyherbullying Begin by playing a game of name the app symhol, how many do youw
Teachers resources know?

8

Internet
Safety

Behaviour & Contact

9@ Behaviour &

Contact

Children learn about current dangers
in all online forums. They will be
encowraged to look at age related,
expectations

Artisancam - Super action comic
maker
softwure to create a comic hook

BBC - CBBC - What is cyberbullying?
BBC Newsround series with video
Kidscape - Cyherbullying

Advice for young, people

Next show the children a range of gaumes - ask them to sort them into age
range.

Show the children an age related symhol and ask them to discuss what it
means. Where do we see these? (games, films etc) Take feedback
Ask the children why they think we have these?

When we play online do we know the person we are playing against? -
Who is responsible for ensuring they play age related games? Ask the
children for ideas. Ensure children are awwre they have a level of

ihili ’

Activity Suggestion

In groups children will create a Newsround, themed video for a local TV
channel. This will be ahout the need to use age appropriate apps and
these within it. This can be shared with the class as a whole.

Additional sessions are used to fill any gaps in children's knowledge and understanding (teacher judgment).
Suggestion - for lesson 6 teachers may want to- address issues hehind copyright and credibility. However, this can be addressed during Computing lessons



http://www.artisancam.org.uk/flashapps/superactioncomicmaker/comicmaker.php
http://www.artisancam.org.uk/flashapps/superactioncomicmaker/comicmaker.php
https://www.bbc.co.uk/newsround/13906802
https://www.kidscape.org.uk/advice/advice-for-young-people/

E-S P
Year5

It is recommended that an E-Safety lesson should be taught at the start of a new computing unit to introduce and reinforce e-safety guidelines. In the final
half term teachers should use their judgement and assessment to revisit or refresh any areas previously covered. Some lessons may be linked within other

Key Stage Objectives Lesson /Theme Resowrces Detail
Year 5 Safety & Privacy Strong Passwords Digizen - Perfect passwords Discussion around what is a password, what we need them for and how secure
Pupils leam how to create Teacher's resource and activities they must then he?
S WWWWW Buddre- P b Children to think ahout why, these passwords need to be secure?
; protect, their private :e - Password, Power ; ; .
Privacy f ) o, L plan What information do yow share? What should youw include?
Microsoft - Password checker Who should we share passwords with?
Password security checking tool Consequences
Watch Netsmartz - Password Rap
Netsmartz - Password Rap
Video Activity Suggestion
] Create a story bowrd, script, animation to communicate the Do’s and Dorvts for
RW'W@ passwords. This could be linked, to ICT work or as a stand-alone lesson.
P king, tool Music Link - children to create an alternative verse to the Password Rap.
Key Stage Ohjectives Lesson /Theme Resouwrces Detail
Year 5 Online Identity Digital Citizenship UK Safer Internet Centre Safer Children need. to ensure that they understand the importance of their own
Online @ them goot citizens und.hm/\ft}wg, . . ot . ]Ehﬂ”’im r(m“ne.
Identity should conduct themselves hinkuknow - Cyber Caft - T i itizen in the ‘real’
- g - L 3B R uﬂg@dw?rsamwha;mkg&gmagoodanmmﬂwmwoﬂdﬁhowdm
gormmuumnmm& . wwemm 9 memchMW@cm
Copamunication Display the quote “Let's create a better internet together” - what does this
& Relationships fa mean? How can we do this?

Activity Suggestion
See Cyher Café - Lesson 8 Behaving Responsibly

Children to create a Digital Citizen Pledge’ this could be done on Ipads, ICT

programmes or in the form of video clips. Druma Opportunities
All children must agree to the take the pledge to- show that they are good citizens



http://www.digizen.org/digicentral/perfect-passwords.aspx
http://portal.ccgs.nsw.edu.au/curriculum/budde/teachers/primary/pdf/lesson_plans/Budde_PasswordPower_Lesson.pdf
https://www.microsoft.com/en-gb/p/password-strength-checker/9wzdncrdqrh5
https://www.netsmartz.org/netsmartzkids/passwordrap
https://www.netsmartz.org/netsmartzkids/passwordrap
https://howsecureismypassword.net/
https://howsecureismypassword.net/
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.thinkuknow.co.uk/teachers/resources/

Key Stage Ohjectives Lesson /Theme Resources Detail
Year 5 Safety & Privacy Prize Winner BBC- Lady Jane Grey "heware Children should he exposed to the idea of spam and what this looks like online.
Children learn what things / what you download * Do we trust all offers we receive online? What things do we need. to consider
Safety & information to trust online. What Horrible histories video w‘rwwdﬂv\nlluuding/?
Privacy things they, should, downloud, Netsmartz - Router's Birthday,
— . spam T and vi Watch the video Lady Jane Grey and discuss what we find out.
Digital Footprints Media Smart - Digital Adwise N .
Digital il (Registration needed) Activity Suggestion
55 Lesson plans, parents resources on. | ICT and Music links - Children to create a ‘Spam Spotters’ rudio jingle. Locate
Footprints g2 wehsites and online advertising and use appropriate sounds, for example Audio Network.
iy
Key Stage Objectives Lesson /Theme Resowrces Detail
Year 5 Communication & Lesson 4 Thinkuknow - Cyber Café - Together as a class play the Mystery, Role play game - children to think of a lie
Relationships Chit Chat Carefully Lesson 6 Chatting with Care and 2 truths ahout themselves. Can these he spotted, easily?
. Children @(posedwﬂw H domﬂu&bzoomzhardzrordmz” Does the hehave online effect
Compmunication ~ ;{e UK Safer Intemet Centre Safer USrW oes way people
& Relationships T8 communication. They will learn, | 1ntermet Day M9
 the ora Ask the children to think of information that identifies individuals - age, name

Digital Footprints
Digital P
. i3
Footprints s

Behaviour & Contact

0@ Behaviour &

- Contact

' iy,  children to 2o this, i f l
.gB J 4 ¢

Activity Suggestion

Activity 1 - 4 lesson 6 Chatting with Care



https://www.youtube.com/watch?v=oQc54ySJwXs
https://www.youtube.com/watch?v=oQc54ySJwXs
https://www.netsmartzkids.org/RoutersBirthdaySurprise
https://www.netsmartzkids.org/RoutersBirthdaySurprise
http://mediasmart.uk.com/resources/teaching-resources
https://gridclub.com/activities/cybercafe
https://www.thinkuknow.co.uk/8_10/
https://www.saferinternet.org.uk/safer-internet-day/2018
https://www.saferinternet.org.uk/safer-internet-day/2018

Key Stage Ohjectives Lesson /Theme Resources Detail
Year 5 Internet Safety Picture Perfect BBC - Saxon Monk - Internet When sharing pictuwres what do- we need, to consider and think ahout? What are
Children leam howr photos can, | Videos are Forever - Horrible the important things we need to think ahout when sharing online?
& Internet be altered, digitally. They, Histories video
Safety wam SID TV — The Biager i _ Dmmmﬁwmmwglwwdngm
sharing : . igger Picture ; . on. Di . . to doi
consider the power of the. Video from Safer Intemet day you are responsible action, Discuss with the children what they
Croating, & C . ; to dist 01% ; Wapmwﬂwtwdmbthkzﬂwlovhoj&?Rmﬂuvughamngzoﬁ
eating & Copyright of people, health and beauty. scenarios ahout photo sharing
Creating &
@ . Activity, S .
— Copyright Children to he shown a range of photos that have heen cropped, (see The Bigger
Pictuwre for examples). Children to he given photos to discuss what is going on
Online Identi in each picture, once discussed reveal the whole image. How has their

Online
Identity

O

perceptions changed.

If pupils do not have an online presence, then they could design them - what
would, their gaming tag he? What would, their avator look like? How might
they use images in games in social networks etc?

Additional sessions are used to fill any gaps in children's knowledge and understanding (teacher judgment).



http://viewpure.com/zrFpHAGCkm0?ref=live
https://www.saferinternet.org.uk/safer-internet-day/2017/sid-tv/film-7-11-year-olds

E-S P S
Year 6

It is recommended that an E-Safety lesson should be taught at the start of a new computing unit to introduce and reinforce e~-safety guidelines. In the final
half term teachers should use their judgement and assessment to revisit or refresh any areas previously covered. Some lessons may be linked within other

Key Stage Ohjectives Lesson /Theme Resowrces Detail
Year 6 Internet Safety Talking Safely Online CEOP - Cyher-Cafe Watch some of the BBC hotrible history videos - Discuss the dangers that
Children leam that intemet is a great | Thinkuknow resources exploring aspects of | qre highlighted, in the videos.
& Internet place to develop friendships. They online communication
Safety leam not to share private BBC - Prudish Victorian - What happens What information are they sharing online? Who are they talking to? Do
information with people that they n/hmguwhz;boubguu;[rageonhnpﬁ | > Di .
) - etsmuutz - Revea ng much g . . ; . ) . .
C cation & dot Lesson. resources. on sharing, personal, Have a discussion about age, lying about your age and age restrictions
Relati : information, on wehsites. Together think about the consequences of lying abhout this
BBC - Lonely Princess important piece of information.
Communication J BBC Newsround special with Video
_ v “Caught in the Web” Activity S i
& Relationships T ; , , ctvity Suggestion
s Get Safe Online - Safeguarding Children | «Hoy tor talk saflely online’ Select appropriate tools to enable the creation
Information and resources for teachers and. | 9 child, priendly, multimedic advert or presentation hased, on key
ICO - P ing ion and, persuasive points about how to talk safely online. You could use picture
information. rights teller; Prezi, PowerPoint, animoto, or areate an Ehook. This could link intor
Lesson plans and resources ICT PJ'OJUWIQIG&WQIL
Key Stage Ohjectives Lesson /Theme Resowrces Detail
Year 6 Online Identity Super Cyhersmart - Balancing Time Online In this session children will understand their responsihbility as digital
P Digital Citizenship Lesson resources citizens. They will accept the risks that they face online but develop an
! @ Children explore the idea “with great understanding that they have a role in keeping themselves and others
Identity power comes great responsibility’ via | BBC - CBBC Stay Safe ' safe.
online platforms. Guidance, resources, videos and quiz E . iate use o the i and digp l
c cation & Google - Google Safety Tips J&or‘du& Including the following points:
Coppaunication - Chat rooms,
& Relationships fa - Contact with strangers
- Apps
- Age restrictions
- Texting
- Instant messaging
Activity Suggestion
Present and publish an online comic or animation to explore the role of
ligital, citi



https://www.thinkuknow.co.uk/8_10/cybercafe/Cyber-Cafe-Base/
https://www.bbc.co.uk/cbbc/watch/p00nxznx
http://www.netsmartz.org/NetSmartz%20v3/RevealingTooMuch
https://www.bbc.co.uk/newsround/13908828
https://www.getsafeonline.org/safeguarding-children/
https://www.esafety.gov.au/esafety-information/esafety-issues/balancing-online-time/balancing-online-time-for-teachers
https://www.bbc.com/ownit
https://www.google.com/safetycenter/families/start/

Key Stage Ohjectives Lesson /Theme Resowrces Detail
Year 6 Safety & Privacy Privacy Rules Childnet - Young People and, Social Begin by showing the children the Jigsaw Video Beckys Story.
P learn that wehsites Networking, Sites What does the video tell us? Why, is this SO i ?
[Sal"’sty& ‘ Wju’;bpmm infarmation. protect Guide for parents / carers and teachers "y message soimportant
Privacy i . ind ) Encowrage the children to see the risks with posting private information
BBC - Keeping| ‘ safe cmluw Ewmwmmmwmms}mmmm
there is on the weh ahout us. Rather dated,
but with good messages. Play a game of would you share — provide children with information and
CEOP Thinkuknow - Jigsaw- Beckys Story
Video ahout Becky and her online profile Activity, Suggestion,
Children to create a news report ahout Becky's story. This can he
BBC - Do you know how to sty safe? S . . . ’ . .
CBBC quiz on i p recorded, using iPads. Written versions could, link with English planning.
Key Stage Ohjectives Lesson /Theme Resowrces Detail
Year 6 Communication & Wheo is a Cyherhully? Cyhersmart - Cyherhullying Which of these is bullying? Run through scenarios ranging from online
Relationships Children explore how it feels to he Teachers resources and lesson plans bullying to in-person bullying. Ask the children to- make decisions ahout
p . bullied online. They will explore how | _ _ the situations. What makes them instances of bullying, or not bullying?
ommunication ~ cyherhullying, is different or similar Kidscape - What is cyberbullying?
; f to ing i T learn Advice ilies and children on , . . .
& Relationships Wwwwwgmmm on. They leam cyberbﬁrym@ Jomilies Look at Cyber Café - Lesson 7 Using text & picture messages. The aim of
problem. this lesson is to encouruge the children to think about things they share

Digital Footprints

Pigital o
oy

Foof:prfnf:s e

Behaviour & Contact

@g Behaviour &
Contact

DJE - Preventing and Tackling Bullying
Advice for schools Octoher 2014

Thinkuknow - Cyher Café - Lesson 7
Using Text & Picture Messaging,

Discuss the impact of sharing photos that are unkind or hurtful to- others.
This falls under Cyberbullying, remind children that they must not share
irresponsibly even online.

How would, they feel? Discussion may lead towwrds Cyherbullying, (lightly,
as covered, in following lessons).

Activity, Suggestion
Provide children with a text message template — decision alley. What
would, they do? Drama opportunities



https://www.childnet.com/resources/young-people-and-social-networking-services
https://www.childnet.com/resources/young-people-and-social-networking-services
http://www.bbc.co.uk/education/clips/zmcn34j
http://www.bbc.co.uk/education/clips/zmcn34j
https://www.youtube.com/watch?v=_o8auwnJtqE
https://www.bbc.co.uk/newsround/14979083
https://www.kidscape.org.uk/cyberbullying/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/623895/Preventing_and_tackling_bullying_advice.pdf

Key Stage Ohjectives Lesson /Theme Resowrces Detail
Year 6 Internet Safety Social Networking Thinkuknow - Cyber Café - Lesson 9 Sotial | Show the term ‘Social Networking . Children to discuss what they think
Intermet Children explore how they use the | Network & Safe Profile this means in  What 25 are i 12 Lot child |
media and social networking. T their experiences of social networking platforms they them?
‘ &3 Safety m@mmmﬁmw@w UK Safer Internet Centre Safer Internet Day thube 5 thboja the, . 5 - bo use ’
They will he encouraged to think Jor? What are the bengfits of them?
ctions, om Show the children a range of social networking icons - how many do
Online I : Ouﬂmagfz, they recognise? Ask them to discuss what age you have to be to sign up.

|

Online @
ldentity

to these sites. Feedhack and reveal Why, do they think these restrictions
are in place? What dangers can they think of that exist in the area of
Look at Cyber Cagé - Lesson 9 Social Network & Safe Profile

Activity Suggestion

Create a scenario for the children to discuss centred on a child, posting
uniform. Ask then to create w list of the pros and cons of doing this.
Take feedhack, encouraging the children to see that a relatively innocent
Provide the children with 4 profliles. They will become detectives and
spot inappropriate aspects of these profiles.

Additional sessions are used to fill any gaps in children's knowledge and understanding (teacher judgment).
Suggestion - Teachers may wuant to address ideas behind creating sterectypes



https://www.saferinternet.org.uk/safer-internet-day/2018

